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Introduction and Motivation Why Searchable Encryption

Can we TRUST Cloud Service Providers?
TRUST?
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Introduction and Motivation Why Searchable Encryption

How to be SAFE?

Encrypt data Send Encrypted Data Store in cloud

NETWORK
BANDWIDTH

GIGABIT

Cloud can’t Search!
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Introduction and Motivation Why Searchable Encryption

Searchable Encryption Idea
Initially

Build Search Index 2. Send 3. Store data and
® index
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Index Search Index
For Search:

1. Client Send\s 2. Cloud Search 3. Client received
‘ ]
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Search Tok;n over Encrypted Index Result
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(SRR IEN T MVISEVEISI  \Why Verification is needed?

Presence of Malicious adversary

Previous works
@ Plenty of works on static SSE and dynamic SSE
@ Dynamic SSE- Supports updates on database, popular
@ Assumes— Honest-but-curious Server which Follows the protocol but
wants to Learn data
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A A Gt
Can Public also verify?

Private verifiability
@ Only the owner/querier can verify

@ Verifier has to do most of the computation

Public verifiability
@ Any of the owner, querier or third party Auditor can verify.
@ Most of the Computation for verifiability can be Outsourced

@ Result not revealed
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Cry el
Forward Privacy & Client storage

Forward Privacy

@ adding a keyword-document pair does not reveal any information
about the previous search result with that keyword.

Attacks— when no Forward Privacy
o File-injection attack [ZKP16]: Cloud Can inject files

@ Can recover queries
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Cry el
Forward Privacy & Client storage

Forward Privacy

@ adding a keyword-document pair does not reveal any information
about the previous search result with that keyword.

Attacks— when no Forward Privacy
o File-injection attack [ZKP16]: Cloud Can inject files
e Can recover queries

Il Forward Privacy Needed !!!

Need of Owner Storage Reduction
@ Owner should able to search and verify from lightweight devices

@ Should require storage and computation as less as possible

Challenge— Enabling Public verifiability without extra client storage !
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Our Achievement
Our Contribution

Verifiable SSE
@ Described problem with existing static SSE schemes
@ Proposed a generic efficient solution

@ Solution that no needs of any extra storage at owner side

Forward Secure Verifiable DSSE

@ Proposed a GENERIC publicly verifiable dynamic SSE scheme (W)
o very efficient and easy to integrate

Extra Benefits

@ The owner does not use any extra storage than the embedded
schemes.

o very effective and efficient for a resource constrained client.
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Summary of Our Contribution Position of our scheme

Verifiable SSE and DSSE schemes

Table: Different verifiable SSE and DSSE schemes

Data Type static dynamic
Query Type single complex single complex
Verification private [ public private [ public private | public private | public
Schemes [CG12], [CYG*15], [OK17], [LLL* 18], | [SK19] | [WCS* 18], [LZQ* 18], [XZX18] | [SK19] [ [YK17], [BFP16] | [MWWM19], W, | [ZLW16] | [JZGL15]
Forward Private not applicable YK17], Vs

@ Our scheme is Publicly verifiable single keyword search scheme.

@ The only forward private scheme [YK17] is privately verifiable
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Our proposed Scheme Preliminaries

Used Cryptographic tools

Bilinear Map

Let G =< g > and Gt be two cyclic groups of prime order q.
é: G x G — G is an admissible non-degenerate bilinear map if—
o é(u?,vb) = é(u,v)?, Yu,v € G and Va, b € Z (bilinearity)

e é(g,g) # 1 (non-degeneracy)
@ & can be computed efficiently.
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Ao
Used Cryptographic tools

Bilinear signature
Let é: G x G — G be a bilinear map where |G| = |G7| = g, a prime and
G =< g >. A bilinear signature (BLS) scheme S=(Gen, Sign, Verify) is
a tuple of three algorithms as follows.
o (sk, pk) + Gen: It selects « & [0,q — 1]. It keeps the
‘ private key sk = « ‘ publishes the ‘ public key pk = g¢ ‘

e o <« Sign(sk, m): Given sk = o, and some message m, it outputs the
‘ signature o = (H(m))* = (g™)" ‘ where H : {0,1}* - G is a
bilinear hash defined by H(m) = g™.

e {0/1} « Verify(pk, m,c): Return whether‘ é(o,8) = é(?—[(m),go‘)‘

L Sardar & S Ruj (ISlcal & Data61) FSVPDsee Sep 3, 2019, ProvSec'19 12/31



iR
Verifiablity on Static SSE Schemes

Traditional Verifiable Schemes with client storage
o Target— Given w, verify R, = {Dy",D,..., Dy}
e For each w, stores| digest(w) <— H(Dy||D¥||...||D})

e Drawback-Increases Client storage
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iR
Verifiablity on Static SSE Schemes

Traditional Verifiable Schemes with client storage
o Target— Given w, verify R, = {Dy",D,..., Dy}
e For each w, stores| digest(w) <— H(Dy||D¥||...||D})

e Drawback-Increases Client storage

Problems of outsourcing
e Return (digest(wy), Ry, ) for any query & gets verified correctly

Our Solution for Static Verifiable SSE without extra client storage

o Bind w with the digest as | digest(w) < H(w||D}"|\Dy]| ... |[Dy)|

e Upload ‘ {digest(w),Dy",Dy,...,D}} ‘ for all w

@ Benefits: 1. Verification very efficient 2. only a hash computation

@ Public verifiability not needed
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System Model
. Init Phase

]

System Model

o
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Our proposed Scheme

Verifiable Dynamic SSE

2. Search Phase 3.Update Phase

3. Proof
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Our proposed Scheme Verifiable Dynamic SSE

Black-box forward secure DSSE scheme > ¢

o We take a forward secure DSSE scheme Y ¢ as blackbox
@ X ¢ has three phases
@ We don't change anything in X ¢
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Our proposed Scheme Verifiable Dynamic SSE

Black-box forward secure DSSE scheme > ¢

o We take a forward secure DSSE scheme Y ¢ as blackbox
@ X ¢ has three phases
@ We don't change anything in X ¢

@ We add an independent extra (Table) data structure T for verification

Data Structure Type With ability to search efficiently
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Our Generic Scheme

Key-value pair generation

@

| — 7

<o

for each Keyword-document pair a position-signature pair is generated
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FSPVDsse

Our Generic Scheme

Key-value pair generation

p

for each Keyword-document pair a position-signature pair is generated

Bindings

- keyword w -~
— document Identifier id" ‘-‘7
SN\ position / ~

denoted as o} denoted as pos}”
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FSPVDsse

Binding in Signature and positions

Signature Generation
signature

o = S.Sign(sk, m!)

~ | N

‘m}"’ « r.id" mod q‘ r <« R(swl|i) ‘ sw < F(Ks, W)‘
binding with id* binding with / binding with w
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Binding in Signature and positions

Signature Generation
signature

o = S.Sign(sk, m!)

~ | N

‘m}’" « r.id" mod q‘ r <« R(swl|i) ‘ sw < F(Ks, W)‘
binding with id* binding with / binding with w

Position Generation .
position

pos! < F(tagw, id"||i)

~ | N

| tagu « F(Ki,w)] id}”
binding with w binding with id!" binding with /
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FSPVDsse

Search

During search

© Cloud first gets ‘ Ry = {idy,idy, ... id»"} ‘ using ¢

@ Then calculates positions ‘ {pos{’, posy’, ..., posy} ‘ where
pos? <« F(tagw,id||i)

© tag, is provided to cloud with search token

@ Retrieve signatures as
{0} = Tlpos}"],a¥ = Tposy'],..., o = Tlposy]}|

Observation

n

® lﬂ[U}N = ﬁS.Sign(sk, m) = H(gSk)mfw — (gsk)Z'{ my’
1 1 1
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Verification

n
o We observe Ha,‘-"’ = (gSk)Zl i
1

n
e Cloud computes o, = HU}’V, ‘Aggregate Signature ‘
1

n n

o Client computes m = Z m{ = Z ri¥.id ‘Aggregate of IDs ‘
1 1

@ Possible as client can regenerate r}” and gets id"s from cloud

Verification
e S.Verify(pk, m,o)

Correctness

o &(H(m),pk) = &(g™,g%*) = é(gk=m g) = &[] g™, g) =
é(1oi.g) = é(o,8)
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FSPVDsse

Update and Forward Privacy

Assumption

@ Any X ¢ stores keyword frequency list C

Update

@ Owner can compute position-signature pairs for each word-doc pair
@ Possible because C gives frequency

o C is also gets updated

Forward Privacy

@ Cloud don't know which id can be added next
e — C(Cant calculate positions
e — from position, cant link with keyword
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ST
Security

Simulation
@ Takes the simulator of the black-box scheme
o Additionally Simulates Tjg
@ Simulates Query tokens.
°

Simulates Update tokens.
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@ Indinguishibility between g and g*"’
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ST
Security

Simulation
@ Takes the simulator of the black-box scheme
o Additionally Simulates Tjg
@ Simulates Query tokens.
°

Simulates Update tokens.

Indinguishibility for T,

amr

@ Indinguishibility between g and g*"’
@ r < cryptographically secure pseudo-random

@ r’ + randomly taken

Indinguishibility for Query and Update token
@ Relies on Random oracle model

@ The MAC function F is generated simulated with a random oracle.
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Security
Our Stands in the Literature

Table: 2: Comparison of verifiable dynamic SSE schemes

Scheme Forward | Publicly Extra Storage Extra Computation Extra Communication
Name privacy | verifiable? | owner cloud owner cloud owner
Yoneyama and Kimura [YK17] v X o(Wl) | o(IWllog|DB|) | O(|Rw|) O(|Rw|) 0(1)
Bost and Fouque [BFP16] X X o(w)) o(w)) O(|Rw) 0o(1) o(1)
Miao et al. [MWWM19] X v o(Wl) | O(N+ W) O(|Rw|) O(|Rw|) 0(1)
Zhu et al. [ZLW16] X X 0(1) 0o(1) O(|Rw|) | O(JRw| + N) O(|Rw|)
Jiang et al. [JZGL15] X v 0o(1) o(w)) O(log|W]) | O(|Rw| + N) 0(1)
Ve v v o(1) O(N) O(IRwl) O([Rwl) o(1)
Where N is the #keyword-doc pairs.
Results

@ V¢ is very efficient with respect to low resource owner.

e To verify the search, owner needs only |R,,| multiplication which very
less from the others.

@ The owner also does not require any extra storage
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FSPVDsse Future Works

Possible future works

Increasing Efficiency
@ Storage reduction
@ Communication cost reduction

@ Computation cost reduction

Verifiability on Complex Queries
@ Conjunctive or Boolean Queries
@ Ranked search

@ Range searched

Verifiablity with more secure schemes
@ Backward secure schemes

o Type-l, Type-ll and Type-lll backward Secrecy
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Questions?
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FSPVDsse Thank You
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Appendices

Leakage Function

o Lpf(DB) = {L}(DB),| Ty}
o Lof,(w)={LE,(w),{(id", post, o) 1 i=1,2,...,cu}}
° E::Upfdt(f) = {id, {(E)Egdt(wia id), pos“i,c"i) i =1,2,...,nig}}

L Sardar & S Ruj (ISlcal & Data61) FSVPDsee Sep 3, 2019, ProvSec'19 30/31



Related Works
Related Works

Type 1 Works
@ Should be added

Type 2 Works
@ Should be added

Type 3 Works
@ Should be added
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